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Los Angeles County Department of Health Services
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▪ 10M residents covering 4,751 miles2

▪ 4 Hospitals (1,920 beds)

oTwo Level 1 Trauma Centers

oOne National Rehabilitation Center

▪ 21 Health Centers 

▪ $6B Annual Revenue

▪ Graduate Medical Education

▪ College of Nursing and Allied Health

▪ Emergency Medical Services (EMS)

▪ Correctional Health Services

▪ Juvenile Health Services

2nd Largest Municipal Health System in the Nation
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Our DHS Patients and Staff

30,000 Workforce Members:

• 22,600 DHS Workforce

• 7,500 Contractor Workforce

OUR PEOPLEOUR PATIENTS

• 2 Million Visits Per Year

• 500,000 Unique Patients 

Every Year

• 490,000 Empaneled Patients

• Mostly Medi-Cal and 

Uninsured 
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LAC DHS Medical Centers
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Healthcare in 
Transformation
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Historical Defense Strategy … Not Going Cut it Now! 
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Healthcare IT News – March 5, 2019
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Healthcare is Rapidly Becoming a Digital Business
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Innovation is Driving New & Emerging Technologies 
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Hype Cycles 
Reveal the 
Trends
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Hype Cycle – Artificial Intelligence
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Hype Cycle – Cloud Computing
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Hype Cycle – Internet of Things (IoT)
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Hype Cycle – Wearable Devices
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Hype Cycle – Mobile Technologies
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Hype Cycle – Healthcare Providers
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Hype Cycle – Cloud Security
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Hype Cycle – Data Security
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Hype Cycle – Endpoint and Mobile Security
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Hype Cycle – Application Security
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Hype Cycle – Threat Facing Technologies
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Emerging
Cybersecurity 
Approach
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Continuous Adaptive Risk and 
Trust Assessment (CARTA)

▪ A novel strategic approach to Cybersecurity risk and 

trust management

▪ Perfect attack, authentication, and invulnerability is 

not possible

▪ Speed, being adaptive, and context & continuously 

aware are needed for establishing trust

▪ Replace one time security gates, be reactive and 

proactive, emphasize full-stack visibility and 

ecosystem integration instead of silos, push decision-

making to the business/product owners, and use AI, 

analytics, and automation for true user/entity security 

profiling
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Seven CARTA Imperatives
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Does 
Cybersecurity 
Matter Now?
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Cyber incidents cause real harm — compromising 
patient data, risking patient safety and 
jeopardizing operations

Facebook

Blog

YouTube
Chat

Twitter

Instagram

SnapChat

LinkedIn

417,000 Augusta 

University Health patient 

records breached exposing 

sensitive patient data after 

a phishing attack.

LifeBridge Health reveals breach 

that compromised health data of 

500,000 patients after malware 

infection.

Office of Civil Rights and HHS 

fine Fraesenius Medical $3.5 

million for 5 breaches 

violating HIPAA.

LA County 211 

service breached 

exposing PII and 

sensitive call 

details on 3.2 

million records.

In 2016 Hollywood Presbyterian 

ransomware WannaCry attack 

disabled computer systems 

disrupting clinical operations and 

forcing the transfer of patients.

MedStar Health turns patients away 

after virus attack requires network 

shutdown in 2016.
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There is also a cumulative impact associated with 
cybersecurity incidents—leading to fines, lawsuits 
and corrective action

Financial
A recent “Cost of Data Breach” study found that the 

average cost for each lost or stolen record containing 

confidential information was $141.

Reputational
Facebook shed slightly more than $100 billion in market 

cap (almost 20% of its total value) for breaching its users' 

trust following the Cambridge Analytica incident.

Regulatory
The GDPR can levy fines up to 4% of global turnover or €20M, 

whichever is higher, for violations on any company worldwide 

found mishandling personal data in scope. $

RECEIPT

Note: The General Data Protection Regulation (GDPR) is a regulation in EU law on data protection and privacy for all individuals within the European Union (EU) and the European Economic Area (EEA).
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By 2020, national authorities in the U.S. and U.K. will mandate capture of 

information related to cybersecurity breaches.

By 2021, at least one company will publicly acknowledge a $1 billion revenue 

impact from a business outage resulting from a malware/ransomware attack.

Consumers are increasingly moving their business to where organizations are 

personal information is best protected and cared for.

Importance of cybersecurity continues to 
increase and is becoming vital to organizations

By 2022, cybersecurity ratings will become as important as credit ratings when 

assessing the risk of business relationships.

Predicts 2018: Security and Risk Management Programs, Gartner - July 2018

Build for Privacy, Gartner - June 2018
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The 
Cybersecurity 
Report Card
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The Cybersecurity Report Card

▪ There is no such thing as perfect protection

▪ The investments made in cybersecurity are a 

business decision and directly related to the level of 

risk the business is willing to accept

▪ To engage in a meaningful discussion with the 

business, it is imperative to understand the current 

risk exposure and maturity so that the gaps can be 

explained to the business

▪ Our organization is using a reference architecture 

against which we assess our maturity. This results in 

a report card that helps prioritize our investments in 

security.
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Level of risk you are willing to accept will 
determine your cybersecurity strategy

Lower Risk

Higher Cost

Higher Maturity

There is no such thing as "perfect protection"

Less complex business,

less of a target

Growing business, more

customers and complexity

Larger, more complex

business, more of a target

Higher Risk

Lower Cost

Lower Maturity

Business Model

As our business grows, we have to continually reassess 

how much risk is appropriate.

Our goal is to build a sustainable program that balances 

the need to protect against the needs to run our business.
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Won’t the business units choose poorly?

Won’t all the business units just select the lowest level of service/risk/cost?

NO

NO

They have to defend their selections to key 

stakeholders such as the board, the executive 

committee, the regulators, and their customers.

You can’t buy your way out of this problem and it is 

equally problematic to select too little risk as it is to 

select too much risk.

Won’t this force the business to take the highest level of service/risk/cost?
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Understand the Messaging Behind the Concept of 
Security Maturity

Security

Maturity

Weak/Ad Hoc Reactive Proactive Managed Optimized

RISK TOLERANCE

Composite 

Risk

Cost & 

Effort

The measurement of security maturity includes the aspects of existence, completeness, 

comprehensiveness, effectiveness, and efficiency

Gartner Research Source: IT Score for Information Security, G00301271

MATURITY 

PROFILE
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Cybersecurity Reference Architecture

Application Security
Confidence in the ability of 

software to provide the expected 

level of transaction assurance

Change Management
Confidence in the ability of technology to provide the expected level of 

data and system protection

Data Security
Confidence in the ability of users 

and systems to provide the 

required information protection

Endpoint Security
Confidence in the ability of 

devices to provide the expected 

level of data & access protection

Security 

Governance
Confidence in 

the ability of the 

security program 

to provide the 

necessary level 

of risk 

management & 

resolution

Physical Security
Confidence in the ability of facilities to provide the expected level of 

environment, technology, personnel and data protection

Identity and 

Access 

Management
Confidence in the 

ability of systems 

to provide the 

expected level of 

data and system 

access control 

commensurate 

with need and 

authority

Mobile 

Security
Confidence 

in the ability 

of devices 

and to 

provide the 

expected 

level of 

data, 

access and 

transaction 

protection

Network 

Security
Confidence in 

the ability of 

the IT 

architecture 

to provide the 

expected 

level of IT 

environment 

protection

Security 

Analytics
Confidence 

in the ability 

of the 

security 

program to 

provide the 

necessary 

level of 

proactive risk 

detection 

and 

mitigation

Service Continuity
Confidence in the enterprise ability to meet business and customer 

expectations for data and service restoration
Vulnerability 

Management
Confidence in the 

ability of devices, 

systems and 

infrastructure to 

provide  the 

expected or 

required level of 

data and 

transaction 

protection, and in 

the ability of 

security program 

to proactively 

identify and 

mitigate risks
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Governance, Risk & Compliance

Business Value, Culture, Principles

Organization/Operating Model

Policy, Procedures, Standards

Training & Awareness

Metrics Tracking & Reporting

Program/Project Management

Sourcing/Vendor Management

Financial Management

Security/Risk Assessment

Issue & Action Management

Statutory/Regulatory Monitoring 

Security Planning & Authorization

Audit and Compliance

Security Analytics

Security Operations Center

Intrusion & Behavior Monitoring

Risk Monitoring & Analytics

Log Management

Vulnerability & Threat Intelligence

Data Security

Data Classification and Discovery

Confidentiality

Integrity

Data in Motion

Data at Rest

Data in Use

Privacy

Application Security 

Requirements Management

Architecture

Secure Coding Practices

Security Testing and Validation

Vulnerability Management

Incident Management & Response

Vulnerability Scanning & Testing

Patch Management

Anti-Malware Management

Network Security 

Network Perimeters

Network Zones 

System Placement

Address Space Management

Endpoint Admission

Cloud Use Case Protection

Wireless Management

Endpoint Security

End User Security

Compute Platform Security

Device Security

Identity & Access Management

IAM Governance & Administration

Provisioning

Authentication

Authorization

Access Management

Federated/Cloud IAM

IAM Data Directory Services

Service Continuity Management

Disaster Recovery Planning/Testing

Business Impact Assessment

Alternative Processing Strategy

High Availability Strategy

Backup Strategy Mobile Security 

Social Media

Mobile Security

Physical Security

Physical/Logical Access Integration

Personnel Security & Badging 

Data Center Controls

Building Access & Protection

Social Engineering

Change & Configuration Management

Asset/Inventory Management

Configuration Management

Change/Release Management

Cybersecurity Reference Architecture Mapping
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Assessing the maturity of a security program is a 
critical first step

0

1

2

3

4

5
Governance

Plan &
Budget

Organization

Controls

EngineeringAwareness

Response

Threat
Management

Risk
Assessment

Key: Health Care Benchmark

Baseline

Your Organization’s 

Security Maturity Model 

dimensions are used to 

establish a cybersecurity 

strategy.

A series of initiatives are 

then identified for maturing 

each dimension into the 

defined strategy.

The measurement of security maturity includes the aspects of existence, 

completeness, comprehensiveness, effectiveness, and efficiency
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Risk exposure resulting from current security maturity 
facilitates prioritization of the “Next Dollar Spent”

0

1

2

3

4

5

App Security

Service Continuity

Change/Config Mgmt

Data Security

Governace-Risk-Compliance

Endpoint Security

Access Mgmt

Mobile/Collaboration Security

Security Analytics

Network Security

Physical Security

Vulnerability Mgmt

• Loss of confidence in ability to provide expected 

or required protection

• Remediation: FTE: 4.5 FTE, Capital: $800k

• Loss of confidence in ability to provide 

expected level of transaction protection

• Remediation: FTE: 2.5 FTE, Capital: $450k

• Loss of confidence in ability to meet 

expectations for service restoration

• Remediation: FTE: 2.0 FTE, Capital: $250k

• Loss of confidence in ability to provide 

expected level of infrastructure protection

• Remediation: FTE: 1.8 FTE, Capital: $1.2M

1

2

3

4

Target-state Maturity Current-state Maturity

Risk Exposure
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Assessing Your 
Cybersecurity 
Fitness
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Systematic and holistic assessment of the 
“fitness” of a cybersecurity program 

▪ The hard truth about cybersecurity is that you are never 

done.

▪ So it is important to have a framework to continuously 

assess the threats, the cost to the business and the 

mitigation measures.

▪ Our organization is focused on building foundational 

controls (access controls, compliance, awareness), 

supplementing them with good controls (audits, risk 

assessment, governance) and then focusing on advanced 

measures (integrated controls, leading indicators, etc.) 

▪ Periodic assessments and report cards inform our 

current level of “fitness” and inform our investments
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The concept of security is simple.
But executing security in this day and 
age is a journey for which there are no 
shortcuts. And it’s no longer simply 
about technology. It’s expensive and 
requires continuous investment. It 
takes time and requires constant
attention. It forms complex
relationships and is part of everything
you do. And the need for it never ends.

The hard truth 

about security
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Cybersecurity Framework

▪ The Cybersecurity Framework provides a common language for expressing, 

understanding, and managing cybersecurity risk, both internally and externally. 

▪ The Framework Core provides references to cybersecurity activities and 

Informative References. These activities are mapped to five functional categories; 

identify, protect, detect, respond, and recover. 

RecoverDetectIdentify
RespondProtect
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▪ Formal process:

- Measurable

- Repeatable

▪ Detection and Response:

- Log analysis

- User behavior (access logs)

- Virtual machine scanning 

- Data loss prevention

▪ Risk assessment:

- IT risk (applications and projects)

- Facility risk assessment

- Automation

▪ Governance:

- Governance committees

- Change management

- Identity access governance

▪ Strategic planning

▪ Business alignment:

- Integrate controls with business 

process

▪ Key risk indicator mapping:

- Leading indicators of risk that 

influence business decision making

▪ Behavior shaping:

- Reduce technical controls

▪ Ethical hacking

▪ Risk management:

- Enterprise risk

- Accountability

- Scenario risk assessment

Perimeter (network security):

▪ Firewalls 

▪ Intrusion prevention 

Access controls:

▪ User provisioning (role-based)

▪ Access management (two-factor)

Vulnerability management:

▪ Patching (45-day cycle)

▪ Incident response

Security awareness:

▪ Training (annual)

▪ Policy 

Organization:

▪ Staff (roles)

▪ Skills (certifications)

Compliance:

▪ Audit

▪ Requirements management

▪ E-discovery

A layered system of security controls provides the 
best protection

Foundation Controls Good Controls Advanced

Maturing Security Strategy
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Cybersecurity is a business problem, not an IT 
problem

▪ Cybersecurity is a business performance 

issue that requires business leaders to make 

informed choices; it's not a technical 

problem buried in IT.

▪ The complexities of cybersecurity demand a 

structured program that supports resilience, 

flexibility and accountability.

▪ Business leaders must be ready for the 

present and prepared for the future so there's 

an opportunity to anticipate and influence 

business initiatives.
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• Email: jbrady@dhs.lacounty.gov

• LinkedIn: https://www.linkedin.com/in/jamesbrady/

• Don’t forget to complete online session evaluation!! 

Questions?

mailto:jbrady@dhs.lacounty.gov
https://www.linkedin.com/in/jamesbrady/

